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Foreword

Archives are special places. They are our collective memory. They help us
to understand the past, make sense of the present, and guide us for the
future. And in an age of fake news, misinformation and opaque institutions,
archives are more important than ever in helping to uphold democracy and
hold power to account.

They also hold a special place in my heart. I began my professional career
in local government archives. My first leadership role was City Archivist for
the City of Calgary in Canada. Making decisions about the preservation and
accessibility of information laid the foundation for my current work in
helping individuals and organisations navigate the digital age.

As the UK'’s Information Commissioner I oversee information rights
legislation that, on the one hand, promotes openness, transparency and
access to information, and on the other, requires data privacy for
individuals. It is my job to balance these competing rights and interests.

The General Data Protection Regulation (GDPR) and the Data Protection Act
2018 set the rules for data privacy. They place obligations on organisations
and give people control over their personal data. Amongst other things,
people have the right to know why their data is being used, and can request
that it is corrected or erased.

But data protection is not an end in itself. It does not prevent archiving, it
supports it. Good data protection leads to effective data governance and
records management - two essential elements of archiving. Data protection
law also specifically recognises the importance of archives. There is no
inherent conflict with archiving in the public interest; data protection law
provides for it through various provisions.

This guide identifies, clarifies and explains those provisions relevant to the
use of personal data in archiving. It underpins and supports the continued
important work of archivists - preserving and making available records for
the needs of society now and in the future. I hope this guide helps ensure
that this important work continues.

Elizabeth Denham
Information Commissioner



Key messages in this Guide

e Data Protection law shapes archiving of personal data. It supports it and does not
prevent it;

e Personal data worthy of permanent preservation should be safeguarded by record
keepers until it is archived,

e The new archiving in the public interest purpose adapts the operation of various
principles and maintains exemptions from data subject rights such as the right to
be forgotten and data rectification where the necessary safeguards are met.




Summary

The Data Protection Act 1998 has been replaced by new legislation;

The new laws enhance the protection of information about people, giving them
greater control over it, while still enabling legitimate use by others;

Data protection applies to processing of digital information about people, and
information about people in manual filing systems;

In general, personal data must be processed for a specified purpose, and kept
for no longer than that purpose requires. Individuals have greater rights over
their data, including the so-called ‘Right to be forgotten’;

However, the law recognises there is a public interest in permitting the
permanent preservation of personal data for the long-term benefit of society;

There is a specific purpose for this — ‘archiving in the public interest’ with various
exemptions. This can apply to archiving by public, private or voluntary bodies;

The use of exemptions is subject to the implementation of appropriate
safeguards to minimise any adverse impact on living individuals;

In general, ‘archiving’ which complied with the 1998 Data Protection Act will
continue to be permitted under the new law. There are some changes affecting
archiving but they are not drastic;

Those archiving will need to be more transparent than previously and ensure
the archival processing of data is distinguished from processing that supports
daily business. The archiving purposes in the public interest provisions do not
apply to the daily business of a body e.g. marketing;

Personal data preserved in archives is not expected to be kept ‘up-to-date’ in
the same way as data still subject to operational use;

Public use of ‘archived’ personal data will generally be possible once the people
concerned are dead, and may be possible earlier if the use is fair to the
individuals in the records.



Introduction

1. The rules for handling information about living people in archives and
records intended for transfer to archive services changed on 25 May 2018
with a new explicit provision, archiving purposes in the public interest. In
practical terms, processing for archiving purposes under the new legislation
is not very different from the previous Act and its effective safeguards. This
guide helps you consider what is required for archiving. The change is more
significant for the creation and processing of daily business information. The
Information Commissioner’s Office has published detailed guidance and
resources on this.?

2. This guide concerns records that contain or consist of personal data that has
been acquired by an archive service for preservation as part of its collections
or is being assessed for this purpose. Personal data can be recorded in any
form or format: databases and datasets, websites, digitised images, email,
audio-visual material, as well as traditional paper files and registers. Archive
services (defined in a wide sense as set out in annex A) may handle records
of enduring value containing personal information about people who are still
alive (e.g. school admission registers, court records, hospital records) and
may create personal data themselves that is subject to the legislation (e.g.
search room attendance registers, correspondence with owners of private
records). Archive services sit in many different types of organisations —
galleries, libraries, schools and museums as well as voluntary and community
bodies and private companies. In this guide, the term archive services refers
to all these different types of organisations that archive records in many
formats. Some bodies may also be archiving without formally calling their
collections an archive.

3. Inevitably archive collections contain personal information about people’s
public and private lives, but the purpose of archiving is primarily to maintain
this information for use over the very long-term, when the potential for impact
on individuals is low or non-existent. The new data protection law explicitly
introduces the principle of transparency and highlights the importance of
people's awareness and control over what happens to their personal data. For
archiving purposes in the public interest, there are exemptions from some of
the data protection obligations, but these are still subject to the implementation
of appropriate safeguards. Other data protection purposes interrelate with
archiving purposes in the public interest such as scientific and historical
research (any research done with archive collections will be ‘historical’ in its
widest sense), and freedom of expression and information may also be
relevant to archives, either instead or in addition to archiving purposes in the
public interest, but this guide does not cover them. There is also an ethical
consideration to protect the privacy of people mentioned in records whilst they
are alive.

L https://ico.org.uk/



Key concepts

Personal data

4. Data protection law applies to ‘personal data’ meaning any information relating
to an identifiable living person who can be directly or indirectly identified. It
applies to both automated personal data and to manual filing systems where
personal data are accessible according to specific criteria. This could include
systematically ordered sets of manual files containing personal data. The Data
Protection Act 2018 applies GDPR standards to unstructured manual files
held by public authorities (manual personal data not held in a structured set),
although there are several exemptions for this type of data.?

Archiving

5. The activities involved in archiving purposes of records of enduring value are
acquisition and selection/appraisal, accessioning, storage and preservation,
arrangement and description, and provision of access for all types of research
through inspection and publication. The UK archives sector spans public,
private, charitable, voluntary, community and commercial organisations and
groups. If personal data is being kept solely for a defined business or legal
purpose and the intention is to destroy it after that has finished, this is not
archiving purposes in the public interest.

Scope

6. This guide provides important guidance on the purpose and exemptions for
archiving in the public interest provided by data protection law which dictate
how personal data is handled. It is intended for use by those working with
potential or existing archive collections around the exemptions in data
protection law for archiving. Many of the users of this guide will be archivists
although it is intended to be used and referenced by anyone involved in
archiving. With the repeal of the 1998 Data Protection Act, the previous code
of practice for archivists and records managers is now obsolete. This guide
has a narrower scope as set out in the table below.

2 See Data Protection Act 2018 section 24



Activity Covered by Guide Not covered by Guide x
Business Bodies holding personal Business purpose
processing data with the intent that storage of data and

before archiving

they be part of an
archive in the future
either as part of their
organisation or by
transfer to an archives
service.

general information
management including
offline storage. No
intention to preserve
beyond business use or
records not of enduring
value.

Archive service

Records received for in-

Processing by archive

activities house appraisal as well services of data not held
as material already for archiving in the public
appraised and held in interest purposes e.g. for
collections. marketing and
fundraising or about staff
and users.
Archive Public and private Research and re-use by
collections bodies and voluntary members of the public of
groups preserving and records held in or
making personal data published by archive
directly or indirectly services.
available, either now or
in the future, to enable
research, provide
corporate memory or as
continuing evidence of
rights and obligations.
Other General compliance with

data protection law or for
other purposes such as
for statistical or scientific
and historical research
purposes.

Purpose of this guide

7. GDPR sets out a specific purpose which enables a number of exemptions for
archiving, providing it complies with safeguards. This guide helps those
intending to use such exemptions (data controllers and data processors). The
data controller is the person (an individual or other legal person such as a
company) who determines why, as well as how, personal data are to be
processed. It is their duty to ensure that the collection and processing of any
personal data within the organisation complies with the requirements of data
protection law. A processor is responsible for processing personal data on
behalf of a controller. Processing for archiving purposes relates to the many




10.

formats in which records are held as well as the many types of organisations
and groups that archive and provide archive services.

There are other purposes with exemptions from data protection duties that
may also be relevant to archive services and especially their users, such as
processing for freedom of expression and information (journalistic, academic
and artistic or literary expression).The diagram below shows how the archiving
purposes in the public interest exemptions described in this guide are part of
a wider range of exemptions for specific purposes. This guide covers the
archiving purposes in the public interest exemptions only.

Statistical, Archiving in
scientificand the public
historical interest

research

Freedom of
expression and
information

This guide can also be used by those transferring records to archive services
as they judge appropriate. This guide recommends how archive services
should process records that contain personal data to enable the use of the
records for research, now or in the future. It reflects article 89 of the GDPR
and section 19 and schedule 2 part 6 of the Data Protection Act 2018 which,
amongst other provisions, set out the special rules for archiving purposes in
the public interest.

Following this guide will carry weight in the event that the actions of those
involved in archiving processes are challenged. Departure from its provisions
is not unlawful but will need to be otherwise justified in terms of compliance
with the law. This guide is intended to be used in conjunction with general
guidance published by the Information Commissioner. This guide does not
constitute legal advice which should be sought as required. This guide does
reflect good practice and expertise in archiving from the past two decades
under the previous Data Protection Act.

Responsibilities of the archives sector

11.

Archive services and organisations that archive need to understand the
general principles, individuals’ rights and particular safeguards that govern

10



12.

personal data and its management and to ensure that their handling of it
complies with the law. Ultimate responsibility for compliance with data
protection law rests with the highest level of management, with advice from a
Data Protection Officer if applicable. Archive services should ensure policies
and procedures are compatible with the legislation, particularly in relation to
storage, security and access to personal data.

There is a risk that over-cautious or inaccurate interpretation may lead to the
weeding, anonymising or destruction of files containing personal data that
would otherwise be passed to the archive service with managed access over
time. An archive service’s ability to permanently retain personal and special
categories of personal data for the purposes of archiving in the public interest
should therefore be made clear internally and to potential depositors. The law
contains the necessary safeguards to permit archiving.

11



Data protection law and archiving

Data protection law has changed

14. The Data Protection Act 2018, plus its associated secondary legislation and
the European Union’s General Data Protection Regulation (GDPR), together
referred to in this guide as Data Protection law, began to apply from May 2018.
They supersede the provisions of the Data Protection Act 1998. The
preservation and management of archives must take into account the new
laws.

Data UK Data

Protection protection
Act 2018 law

The law aims to:

e To protect individuals’ fundamental rights and freedoms, in an
increasingly data-driven world, in respect of personal data processing;

e To enable organisations to process personal information, with due
regard for the rights and freedoms of individuals, in the course of their
legitimate business.

15. The law applies to any processing of personal information. ‘Processing’ is the
term used for virtually anything that can be done with or to recorded
information, including acquisition, storage and destruction as well as active
use. Controllers must have a lawful basis for any processing of personal data
undertaken, ensure processing is in accordance with the principles described
in the law and comply with the rights of the people to whom the data relates —
‘data subjects’. Archive services may claim exemption from certain provisions
in data protection law, such as the obligation to respond to access requests
from data subjects and requests to erase data (right to be forgotten) when
archiving in the public interest. Personal data is that of living people - ‘This
Regulation does not apply to the personal data of deceased persons’.3

What does the change mean?

16. Data protection is not new. For the previous twenty years the UK archives
sector followed the 1998 Data Protection Act without significant issue using
guidance from the Information Commissioner and a code of practice aimed at

3 GDPR recital 27

12



17.

archivists and records managers.* The guiding principle remains, namely that
record creators and archive services can continue to process personal data in
their collections for archiving purposes but should not cause substantial
distress or substantial damage to the person whose data is being archived.
Generally, processing for archiving purposes that has been legal under the
Data Protection Act 1998 will likely continue to be lawful under the new data
protection law. GDPR will not apply directly after UK withdrawal from the EU
and the Data Protection Act does not transpose it. This is expected to be done
via the European Union (Withdrawal) Act.

It is important to have a clear definition of what the scope of a body’s archiving
activity is, and what it seeks to achieve. This should be combined with a clear
archiving function and policies within the organisation itself, so that the nature
and scope of the archiving activity is distinguished from other purposes of
processing. Indiscriminate or random archiving of personal data is unlikely to
be compliant — and is in any case bad professional practice. Archive services
(and those transferring records to archive services) need to update their
awareness and documentation of their processing in line with the new
legislation and ensure greater transparency for the archiving of personal data.

What has changed?

General Data Protection Regulation (GDPR)

18.

The GDPR applies to records that contain personal information about
identifiable living people. The previous concepts of a lawful basis, compliance
with principles and exemptions with safeguards remain. There is a new explicit
concept of ‘archiving purposes in the public interest’ in the regulation rather
than all archiving coming under the historical research provisions, as it did
under the 1998 Act. Processing for archiving purposes in the public interest is
not defined within GDPR itself although it is described in a recital. The term is
explored in more detail elsewhere in the guide. The provision for archiving
purposes in the public interest distinguishes between the:

e collection, preservation and management, including dissemination,
activities required to ensure that data is permanently preserved in a
usable state (archiving purposes in the public interest); and

e use of the data by the public or others, which may or may not take place
for many years, such as for scientific or historical research purposes or
for freedom of expression and information (journalistic, academic, artistic
and literary expression) purposes.®

4

http://webarchive.nationalarchives.gov.uk/20170907054556/http://www.nationalarchives.gov.uk/documents

/information-management/dp-code-of-practice.pdf produced jointly by The National Archives, the Society of

Archivists, the Records Management Society and the National Association for Information Management

5 See GDPR articles 85 and 89(2)
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19. Historical research (any research done in an archive repository will be
‘historical’ in its widest sense) is likely to be relevant to archive services either
instead of or in addition to archiving purposes in the public interest. In addition,
certain archival collections will have reason to take account of processing for
scientific purposes as well as processing for journalistic, academic, artistic and
literary purposes. Their relevance may depend upon the nature and content
of the records held as well as the purposes for which any archive records are
accessed and used. Data protection law also recognises the public interest in
freedom of expression and information. Further information is available from
the Information Commissioner and the Archives and Records Association (UK
& Ireland)®. As a result there is greater visibility for archiving in the new data
protection law. GDPR contains:

e Adaptions to certain Principles.

o Purpose limitation. It provides for compatible further processing,
beyond the purpose for which the data was originally collected,;
and

o Storage limitation. It allows the retention of personal data for
longer periods than normally permitted under the storage
limitation principle;

e Exemptions from certain rights;

o0 The right of erasure / the right to be forgotten;

o The right to be informed for indirectly collected personal data
where it would be impossible or involve disproportionate effort;
and

o Article 89 makes specific provision for exemptions from a
number of data subject rights: access, rectification, restriction,
notification, data portability and right to object, insofar as they
are derogated for in member state law (The Data Protection Act
2018 in the UK);

e Conditions for processing of special category and criminal
offence/conviction data.

20. Where only unstructured manual data is processed, GDPR will not apply
directly, but care is needed. For example, if the records are digitised or
catalogued online, this will bring any personal data into scope of GDPR. The
Data Protection Act 2018 applies GDPR standards to the processing of
unstructured manual files by public authorities, albeit with several exemptions
from its principles, rights and obligations.’

Data Protection Act 2018

Exemptions
21. The new Data Protection Act contains all the additional exemptions for
archiving purposes in the public interest permitted under GDPR. It states;

6 The Archives and Records Association, UK and Ireland (ARA) have been discussing and planning a revised
Code for record-keepers with colleagues across the public, private and voluntary sectors. It will be different
from, but will complement, this guide.

7 See Data Protection Act 2018 sections 22 and 24

14
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The listed GDPR provisions do not apply to personal data processed for
archiving purposes in the public interest to the extent that the application of
those provisions would prevent or seriously impair the achievement of those
purposes

Article 15(1) to (3) (confirmation of processing, access to data and safeguards
for third country transfers);

Article 16 (right to rectification);
Article 18(1) (restriction of processing);

Article 19 (notification obligation regarding rectification or erasure of personal
data or restriction of processing);

Article 20(1) (right to data portability);
Article 21(1) (objections to processing).®

22. If complying with a data subject's request to exercise a right would not prevent
or seriously impair the processing purposes, the request must be dealt with
as normal, e.g. by providing a data subject with a copy of their personal data,
adding a supplementary statement to a record or withdrawing from public
access inaccurate historical data at a data subject’s request.

Safeguards

23. The exemptions are not automatic. Their use is subject to appropriate
safeguards for the rights and freedoms of data subjects. Article 89(1) of the
GDPR says that those safeguards must include the implementation of
technical and organisational measures. Amongst other things, such measures
should respect the principle of data minimisation. This means having a
process in place to help identify the minimum amount of personal data needed
for archiving processing purposes. Additionally, section 19 of the Data
Protection Act 2018 says that processing for archiving purposes in the public
interest will not meet the GDPR's safeguard requirements if it is:

likely to cause substantial damage or substantial distress to a data subject’
or:

‘carried out for the purposes of measures or decisions with respect to a
particular data subject, unless the purposes for which the processing is
necessary include the purposes of approved medical research’.

24. The safeguards correspond to those at section 33 of the 1998 Data Protection
Act. There are also conditions to allow processing of special categories of
personal data® (previously known as sensitive personal data under 1998 Act).

8 Data Protection Act 2018 schedule 2 part 6
° Data Protection Act 2018 section 10 & schedule 1 Part 1

15



What is meant by “substantial damage or distress”?
The Act does not define this. However, in most cases:

e substantial damage would be financial loss or physical harm;
and

e substantial distress would be a level of upset, or emotional or
mental pain, that goes beyond annoyance or irritation, strong
dislike, or a feeling that the processing is morally abhorrent

Lawful basis for different types of archive service

25. Processing of personal data requires a lawful basis (article 6 GDPR). Archive
services are not required to obtain consent from data subjects if an alternative
lawful basis is more appropriate such as a task carried out in the public
interest, exercise of official authority or a legitimate interest. Further
processing of data for archiving purposes in the public interest, should be
considered to be a compatible lawful processing operation'® so no additional
lawful basis would be required. This will apply primarily to organisations with
in-house archive services (e.g. company, school and charity archives).

26. The UK is distinctive in its legal framework, which reflects its legal systems.
The main legislation that imposes archiving obligations relates to UK central
and local government records, Scottish judicial records, and to certain records
of the Church of England. Because of, the Public Records Act 1958, Public
Records (Scotland) Acts 1937 and 2011 and Public Records Act (Northern
Ireland) 1923, the national record offices and places of deposit will, in relation
to public records, be acting under official authority for a lawful basis. The
Government of Wales Act 2006 created a class of records known as ‘Welsh
Public Records’ and makes provision for them to be managed as though they
were UK Public Records for the time being.

27. Many organisations with archiving functions will also be public authorities able
to rely on a statutorily-defined public task basis for processing personal data.
Local authorities benefit from legislation permitting them to accept
responsibility for and apply resources to archives received from private
sources as well as to their own records. For example, under the Local
Government (Records) Act 1962 and Local Government Act 1972, Local
Government (Wales) Act 1994, Local Government etc. (Scotland) Act 1994,
the Public Libraries and Museums Act 1964, or other national libraries and
museums legislation. Church of England records, including baptism registers,
will be processed under the Parochial Registers and Records Measure 1978.
More detail about archival related legislation is available from The National
Archives’ website.

10 GDPR recital 50
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28. Other archiving, indeed the majority of UK archiving, takes place